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0.C. Boakosckuii

HCCJEJTOBAHUE BO3MOKKHOCTEHN PACIIOBHABAHUA
YIAJEHHBIX CETEBBIX ATAK HA YPOBHE IIPUJOKEHHN

ITocTanoBka mpobOsembl. O0bequHEHE KOMIIBIOTEPOB B JIOKAJbHBLIE U
riao0aJbHBIE CEeTH OTKPBLIBAET OTPOMHBIE BO3MOMKHOCTU [JIA pPeIIeHusd
3ajlau, CBSABAHHBIX ¢ OOMeHOM M oOpaboTkoit mHpopmamuu. OgHAKO, IIPU
dTOM BO3HUKAaeT MHOMKECTBO MpobjseM, CBSI3aHHBIX o0eclieueHueM
0e30MacHOCTH COeIWHEHUSA, S3all[UTON CeTM U KOHKPETHOTO XOCTa OT
HECAHKIIMOHMPOBAHHOTO CETEeBOT'0 JOocTyma. B  1mociegHee  Bpems
pPasBUBAIOTCA METOAbI IIOCTPOEHMWSA 3alllUThl CHCTEM, OCHOBAHHBIE Ha
KaTeropusanuyu HOBBIX OOBEKTOB II0 CTEHNeHU UuX 0e30IMacHOCTH U
YCTAHOBKE HEKOTOPOIro HUBIIEro YPOoBHsS Oe3omacHOCTH (IIopora JoBepu:d),
IIpeoJoJieHre KOTOPOTo IIPHUBOAUT K TOMY, UTO OOBEKT CUUTAETCA
noBepeHHBIM[ 1-4]. IIpumenenue TaKou MO/JeJIn IpeacTaBJIAeTC
OmpaBHaHHBLIM OJaromapA BO3MOMKHOCTH pean3anuyu THOKOU IIOJIUTUKU
0e30macHOCTH, T.K. IOPOr JOBEPUS MOKET M3MEeHAThCA BO BpemeHu. Ilpm
ATOM BO3HHMKAaeT HIOTPEOHOCTh B pPas3paboTKe COOTBETCTBYIOIIUX IITPaBUJI
paboTsl cuCTEeMBI 3aIlUThl, MUHUMUBUPYIOINUX KOJUYECTBO OMIMOOUHBIX
cutyanuii (oBepeHHbII 0OBEKT MPU3HAETCA He NJOBEPEHHBIM 1 HAao00pOT).

Pesynbrarhl  ucciemoBanuii. Ilenbro  wumcciiemoBaHUM — ABJIAJIACH
paspaboTKa MOJeJid CHCTEMbI, aJIbTePHATUBHON K AaHTHUBUPYCAM WU
OpamaMayspaM MNPUKJIATHOTO VPOBHS, MO3BOJSIONIEN OCYIIECTBIATH
3alUTy XOCTa WJIMW CETH OT HECAHKIIMOHMPOBAHHOTO [IOCTyIla WIYyTEM
OTCJEKUBaHUA  e-mail  cooOienunii, colep:Kamiux  BUPYCHI  WJIU
MMOTEHI[NAJIbHO OIACHBIN MCIIOJHAEMBINA KOJ.

HMcxomHO NOPUHMMAJIOCH, YTO COOOINeHWE MOJIXKHO COOTBETCTBOBATH
OIIpefleJIEHHO CTPYKType © [JOJIXKHO OBITh CGHOPMHUPOBAHHBIM IO
OIpeNleJIeHHBIM  ITPaBUJIAM. Mumaue 9TO0  CcOOOIIEeHWE  CUUTAETCS
IIOJIOBPUTEJBLHBIM, a B CJIy4Yae HEBO3MOYKHOCTH KOPPEKTHOTO pasbopa —
ormacHbIM. CxemMa 00pabOTKU COOOIIEHUA COCTOUT M3 CJIAEAYIOIIUX JTAIOB:
PeKypcuBHAA OEeKOMIIO3UIIMS JJEKTPOHHOrO IIMChMAa; aHAJNIMU3 CTPYKTYPBI
3aroJIOBKa COOOIeHUsI; aHAJIMU3 CONEPKUMOTO IIMChbMa C IIOCJIeAYIoIneil ero

KaTeropusaliuei; meicTBUSA HAJ HHUCHMOM B 3aBHMCHMOCTH OT HPHCBOEHUS
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Kareropuu. IIpuBemeHHasa cxeMa KOHKPETU3HPOBAHA B CJAEAYIOIIUI OOIIUIA
aJropuTM 00paboTKM:

. IOJIyUYeHe COOOIIeHIs;

. pasOMBKa COODIIEHNA Ha 3ar0JI0BOK, TEJIO U BJIOMKEHU;

. BbIJ€JIEHUIE TeJI OTOEJIBbHBIX BJIO&KGHHfI;

. IeKoAupoBaHue (hailjyia BIOKEHUS II0 METOJY ero KOZUPOBAHUA;

. OoIIpefiesieHNe NeCTBUTEJIbHOTIO TUIA BIOMKEHUI;

. BeIJeJeHIe Koma u3 (paiijia BIOKEHUS;

. IPOBEPKA IIOJYUYEHHOro KOJa Ha COAepsKaHme 3JIEMEHTOB KOLa BUPYCa;
. Kiaaccu(UKAIMA COOOIIeHNs 1 MOCIeAYIOIe NeHCTBUA Haj HIM.

Hpn BbIOOpe MapaMeTpOB [Jis aHaJKU3a II0OYTOBOTO COOOIIeHU

NSOtk W=

WCXOOWJIN M3 CJHEAYIOIINX MNPEAIOCHIJIOK: COOOIIeHre OJHO3HAYHO
CUMTAETCSA OHNAaCHBIM IIPH COBIIAAEHUU CTPYKTYPhI KOJA B TeJie BJIOMKEHUS C
M3BECTHBIMU OIIACHBIMU CTPYKTYpPaMU KOIOB HO, IIOCKOJBLKY CUTHATYPHBIN
MEeTOJ, MOXKeT He BBIABHUTL BCe CYIIeCTBYIOI[Me BHUPYCHI, TpeOyeTcsa BBECTU
IIpaBuJia JJsd OIeHKU KOPPEKTHOCTH CTPYKTYPBI caMoro coobinenus. Ilo
pesyJbTaTaM aHaJu3a THUIIOBOTO IIOBEJEHUS BUPYCOB B COOOIIEHUAX
9JIEKTPOHHOU IIOUTHI OBLIM BBIJEJEHbI OCHOBHBIE IIapaMeTpPhl COOOIIeHUd,
IMoJJesKalie OeTaJlbHOM IIpoBepKe. UTOObI OIPEEeJUTh IIOPOT HTOBEPHUS
JIJIS IIOYTOBOT'O COOOIIeHUSA BBEJEM HEKOTOPYIO IIKaJIy, Ha OCHOBE KOTOPOI1
OyzerT oIpeneaATbCA CTelleHb ero 0OesomacHocTH. [T 3STOT0 OMNUIIIEM
nIeaJbHOE C TOUKHN 3PeHUA 0e30IIacCHOCTH IIOUTOBOE COOOIIeHMe U IPUMEM
ero 3a oOpasern. BBemem cooTBeTcTByIOIIHE O0O3HAUEHHUS M OMIPENeINM
BO3MOJKHBI€ 3HAUEHUA BbIJEJEHHBIX paHee IIapaMeTpOB.

Tabauma 1
ITapaMeTphbl MOYTOBBIX COOOIIIEHMIT
HasBamme mapamMeTrpa ImoYTOBOTO COOOITIEHU S 0O6o3Ha- Wneanvuoe | BosMosKHbIE
yeHune 3HAUEeHUe BHAUYEHUS
Cosnagenune mouasa “Ot” u o6paTHOTO agpeca Panp Ha Ha/Her
CoBmajsienue YKa3aHHOTO B 3aroJI0BKe
coobmmenna MIMETuma BioeHMsaA U ero Prun Ha Ia/Her

peaJIbHOI'O THUIIa

CoBmazenne yKasaHHOM B Tejle COOOIEeHUSA
KOHTPOJBHOM CYMMBLI BJIOMKEHHS U  ee Prcym Ha Ha/Her
peaJIbHOTO 3HAUEHUSI

CoBmagenne TIepBO U BTOPOW IOANUCEH
boundary, KoTopble OTPaHWUYMBAIOT BJIOKEHUS Puoan Ha Ha/Het
B TeJle II0YTOBOT'O COODIIEeHUS

KoamuecTtBOo (parmMeHTOB HAHHBIX MEXKIY

Poparm a a/Her
noanucAMu boundary paBHO 1 ®p a Ha/
CreneHp BJIOYKEHHOCTU IIOUYTOBBLIX COOOII[€HUI

™ Pl Ila Tla/Her
<=15
CremneHb BJIOYKEHHOCTH apXUBOB BO
b PerA Tla Tla/Her
BJIOKEHHUIX B IOUYTOBBIE COODOIIeHnA <= 33
OrcyTcTBHE HCIIOJIHSEMOIo KOoZa B  Telle
y A Pxox Tla Tla/Her

BJIOYKEHUN
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HaubGosmee BecoMbIMM 13 MapaMeTPOB  SABJISIOTCA  OTCYTCTBUE
HMCIIOJIHSIEMOTO KOJa B TeJie BJIOYKEHUI, CTeIIeHb BJIOKEHHOCTU apXWBOB BO
BJIOJKEHUSX B IOUTOBBLIE COOOINEHUA, COBIIaJeHE YKA3aHHOTO B 3aroJIOBKe
coobmienusas MIME-Tumna BaoKeHUA U ero peajlbHoro tumna. [lanee mo
CTeIleHN OIIaCHOCTH CJeAyIOT HecoBmageHus mnojgeir “Or” m o0paTHOro
agpeca a TaKiKe HeCcOBIaJeHMe YKasaHHOW B Tejie COOOIeHUuA
KOHTPOJIBHOII CYMMBbI BJIOJKEHHUSA U ee peajbHOro 3HaueHusa. Ha mociemnem
MecTe, C TOUYKM 3peHusA 0e30IacHOCTH, HaAXOOATCA MHapaMeTpPhI
HECOBIIQJIeHUA IIepBOM U BTOpou moxamuceir boundary, KoTopsbie
OTPAaHUYMBAIOT BJIOYKEHUSA B TeJie COOOIIeHUSA, 1 KOJHUUECTBO (pparMeHTOB
MTaHHBIX MEXKOY 3TUMU IIOAIUCAMU.

Bosee moapo6HO ocTaHOBMMCS HA NPUHATHIX 3HAYEHUAX CTeIeHeH
BJIOXKEHHOCTH.

Penll 1 PsrxA. Cpenu m3BeCTHBIX BUPYCOB, MCIIOJB3YIOMIUX BJIOKEHUSA
IIOUTOBBIX COOOINEHUA OJHO B APYyroe, BUPYCOM, KOTOPBIA WCIIOJIb3yeT
HAUMEHBIIIYI0 Cpefu [APYIUX CTeIleHb BJIOKEHHOCTH, sABJsgeTcsa Email-
Worm.Win32.Swen u ero pasHoBuaHocTh I- Worm/Swen.A, cosmaroriue
BJIOJKE€HUSI, KOTOPbIe BBITJIAAAT KaK BJOKEHHEe NHcChbMa B NOHCHMO.
KonauuectBOo BiOKeHUiT KoJiebserca ot 16 go 666. Ilostomy
MaKCHMaJbHOE JOIIYCTHMMOE UYMCJIO BJIOKEHHN OBLIO oOrpaHmYeHo 15.
CymiectByer Takke SARC-Worm.Win32.Gen — uepBb, CO3ZAIOIIUI
apXWBBI, BJOKEHHBbIE ONWH B OAWH, U HNPUCOEAUHAIONINA UX K IOYTOBBIM
COOOIIIeHNAM B KauecTBe BJOKeHHuU. KoamuecTBO TaKUX BJIOMKEHHBIX
apXMBOB MOKeT OBITHL B Ipegeaax orT 34 gmo 134. BiokeHusa apxuBa B
apX”WB TNPOMCXOAUT MIJA BCeX W3BECTHBIX YEePBIO THIIOB apPXUBOB,
KOJIMYECTBO KOTOPBIX cocraBiasderT 34. IlosTomy MakcuMaabHaA CTEIEHb
BJIOJKEHUS apXMBOB OorpaHnyeHa 33.

Il;mss  OIEeHKW  CcTelleH:M  0e30IaCHOCTH  IOYTOBOTO  COOOIIEeHUSA
HMCIIOJIb30BaJach MHTerpajibHas OIleHKA B BHJE B3BEIIEHHON CYMMBI BCeX
ImapamMeTpoB :

Punr = Z Pi Vi, (1)
rae Pi - sHaueHme i-TOro mapameTpa IIOUTOBOTO COOOIIeHHs, Vi -ero
BeCOBOM KO3(h(pUITHEHT.

IIna ompeneseHUsT BeCOBBIX KO3(G(MUIIMEHTOB IIapaMeTpoB OBLIO
IIPOBEIEHO IIeCTh Cepuil IIPaKTHUYECKUX OJKCIIEPMMEHTOB Ha 0ase
paspaboTaHHOTO Proxy-cepBepa C MTOUYTOBLIMU COOOINEHUSIMHU C 3apaHee

M3BECTHOMI CTEII€EHBIO 0e30I1acCHOCTH. YuursiBaiuch BCEBO3MOJHBIE
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KOMOMHAIINN 3HAUEHUH BBIJIE€JIEHHBIX ImapaMeTpoB. Hcxoguo
IIPUHIMAJIOCh, UTO HamboJiee 3HAUMMbIe IIapaMeTPbl [OOJIKHBI HMeETh
BeCOBBIE KO((UIIMEeHTHI He MeHee uYeM Ha (5% OoJblline, dYeM

ocTasbHBIe. Pe3yabTaThl 9KCIIEPUMEHTOB IPUBENEHBI B Ta0aUIlE 2.

Tab6aumna 2
PesyabpTaThl 59KCIEPUMEHTOB
Ne TounocTh
n/un | Prun PsaA | Pxox | Panp | Prcym | Prnoan | Pbparm | xiaccupuk
Psall anmu

1 0.15 |0.15 |0.15 |[0.15 |0.12 |0.12 0.08 0.08 He TOUuHasd

2 0.16 |0.16 |0.16 |0.16 |0.11 |0.11 0.07 0.07 He TouHasd

3 0.17v |0.17 |0.17 |0.17 |0.10 |0.10 0.06 0.06 TOUHaA

4 0.18 |0.18 |0.18 |0.18 |0.10 |0.10 0.04 0.04 TOUHAA

5 0.19 |0.19 |0.19 |0.19 |0.10 |0.10 0.02 0.02 TOUHAS

6 0.20 | 0.20 |0.20 |0.20 |0.08 |0.08 0.02 0.02 TOUHAA

HauBrniciiasgs  TOYHOCTL IIPU  KJAaccU(pUKAIUM  OPUHUMAEMBIX
COOOIIeHNH OBbLIAa JOCTUTHYTA B 6-0i1 cepuy SKCIIePUMEHTOB.

CoraacHo Taobsume 1 Oymem cumTaTh, uto “ma”=1, a “mer”’=0 paa
BO3MOJKHBIX 3HAUEHUN aHAJU3UPYEMBIX IIapaMeTpPoOB coobmieHusa. Torma
IS UIeaIbHOTO coolIeHusa nmeeM curHatypy “11111111” nopu 3HaueHUU
MHTErpaJbHON OIleHKU paBHOM 1. BBemem KJiacchl IIOUTOBBIX COOOIIEHUM U
YCTAaHOBUM TI'PAHUIIBI HHTETPAJBHOM OIEHKH CcTeleHu Oe3omacHocTu. B
KayecTBe B3HAUEHWI TpaHUIl IIPUMEM pPe3yJabTaTbl u3 6-0i cepuu

DKCIIEPUMEHTOB.
Ta6auna 3
3HaueHUs MHTEerpaJbHbBIX OIIEHOK IJIA PA3JIMUYHBIX KJIACCOB COOOIITEHMU
HasBanue Kiacca coo0ImeHms WuTepBan 3HaUeHNA MHTErPaJIbHOU OIMEHKU
cTereHn 6e30ITaCHOCTH
Nudunuposannoe COBIaJleHle CUTHATYPbI KOJA BJOMKEHUS C
CUTHATYPOU OIIACHOI'O KOJIa
BosMmokHOe 3apakeHue >=0,00 u < 0,70
Heb6ezomnacuoe >=0,70 u < 0,92
Besonacuoe >=0,92

BreiBogbi. HcciaemoBaHa BO3MOYKHOCTBH KCIIONB30BAHUS B KauecTBe
IIpaBuUJja OIIPeJeieHUs CTelleHu O0e30IacHOCTH IIOUYTOBOTO COOOIIEeHUA
KOCBEHHBIX IIPU3HAKOB HAJWYUS BUPYCOB U MOTEHIIMAJIBLHO OIIACHOTO
Koma. IIpu aHaiMs3e CTaTUCTUUECKUX NAHHBIX, IIOJYUYEHHBIX B Pe3yJIbTaTe
MIpUMeHeHUsA Pa3paboTaHHOM Proxy-CcepBepHOM HPOTPaMMBbI, YCTAHOBJIEHBI
rmapamMeTpbl TOUYTOBBIX COOOINEHMUII, 3HAUEHUA KOTOPBIX BJIUAIOT Ha
CTelleHb MX 0e30IIaCHOCTHU, W OIIpPelesieHbl CTeIeHUW BINAHUA KaKIOT0o 13
ImapaMeTpoB Ha HHTETPAJbHYIO OIleHKY. BbIeseHbl 4 KJiacca MTOYTOBBIX
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COO0IIeHU1, hig¢: KOTOPBIX  YCTaHOBJIEHBI IPaHUILBI 3HaYeHUU
WHTErpaJibHON OIeHKU cTemeHu OesomacHocTu. PaspaboTaHHas cucrema
obecrrieunBaeT TOUHYIO KJjaccu(puKamuio KaK Ha TeCTOBBIX Habopax
MTaHHBIX, TAaK W B OTHOIIEHUUW BHOBBH IIOCTYIAKMIUX coobienuii. Ilpu
CMeHe TOJUTUKM 0e30MacHOCTM BO3MOKHA aJanTalusa CUCTEMBI IIYTEM
CMEeHBbl B3HAYeHUUN BeCOBBIX KOI(M(GUIIMEHTOB WJIM 3HAUEHUU TI'pPaHUI]
MHTErpaJIbHON OIeHKU AJIA BBIJEJEHHBIX KJIACCOB 0€30IaCHOCTH.
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