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Abstract. We considered the issues of assessing the imitation model adequacy
for SCADA operability diagnostics. We proposed a method to reduce the space of
analysed states. It is based on the investigation of the derived analytical de-
pendencies of permissible state changes for a controlled parameter when pass-
ing through SCADA hierarchy levels. These dependencies also allow defining the
number of controlled parameter states for a permissible set of combinations.
The method described helps to reduce the time and computing resources needed
to process data and increases the reliability of SCADA diagnostics.

Keywords: assessment of model adequacy, space reduction method, SCADA diag-
nostics, placements with repetitions.

Problem statement. Nowadays, modern mission-critical SCADA
systems are widely spread in the field of industrial automation due to de-
velopment and implementation of new technologies in different areas of
production and power engineering. Such systems meet strict requirements
to ensure the monitoring and supervisory control of technological objects.
The main task of SCADA is to increase the efficiency of operational con-
trol and technological object monitoring. This can be achieved by improv-
ing methods and algorithms of control, which allows us to find the opti-
mal solution when time limits apply [1, 2].

In this regard, the information provided by the system has strict
veracity requirements. The reliability of information is a value inversely
proportional to the probability of the error occurring. Thus, the relevant
problem is to improve the methods of SCADA automatic self-diagnostics
in real time.

One of the approaches to this problem is the simulation modelling
to diagnose SCADA operability. Simulation modelling is a research tool
which provides the opportunity to describe complex systems using for-
malized methods.
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The important problem of simulation modelling is to find meth-
odological and technological solutions to assess the adequacy of the
model being analyzed.

Publication analysis regarding topic research. As it is commonly
known, there is technology to assess the adequacy of a diagnostic model
called VV&C (Verification, Validation & Credibility). The technology
comprises three steps: verification of the model, validation of simulation
results, and acceptance/non-acceptance of the model as trustworthy [3].
At the same time, the solvability problem remains in the formal model
verification (reaching the terminal state from some initial state) under
the "combinatorial explosion” in the number of model states [4]. The
main sources of the "combinatorial explosion” are the number of model
components and the relationship between them. The number of model
states for a complex system grows exponentially with the number of
components.

Different methods were developed to reduce the space of analyzed
states. These include factorization techniques, space approximation, the
use of symmetries to check the equivalence of states, abstractions based
on the study of dependencies, the abstraction of predicates, the imposi-
tion of restrictions on search space, directed search, and heuristic meth-
ods [1-4]. However, today there is no possible solution to this problem.

Formulation of the aim of the article. The aim of the article is to
assess the adequacy of the SCADA diagnostic model developed. This can
be reached by application of the method to reduce the space of analyzed
states on the derived analytical dependence. This dependence shows pos-
sible changes of controlled parameters of the Technological Control Ob-
ject (TCO) when passing through SCADA hierarchy levels.

Main part. The input data of the SCADA diagnostic model developed

is the diagnostic matrix Dy , Where [— the number of SCADA hierarchy
levels; 7 — the number of controlled parameters of the TCO. An element of

dir ic €10.1,2} corresponds to the states “Absent”, “Unreliable”, “Reli-

matrix
able” for a controlled parameter of the TCO *iC (t); k =3 — the number of pos-

sible values of the element diric ip the diagnostic matrix.
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We define the number of states of the controlled parameter *iC (1)

=l
for a full set of combinations 4% as the number of placements with repe-

titions of X elements by 1.

A =k

However, in order to verify the adequacy of the diagnostic model,
we can only test a permissible set of controlled parameter changes (not a
full set) in the process of its passage through SCADA hierarchy levels.

This corresponds to the logic of SCADA functioning.
We define the number of controlled parameter states for a per-

[
missible set of combinations %~ by applying the derived analytical de-

pendency [5] of possible controlled parameter changes when passing
through SCADA hierarchy levels.

X,9,2)=(2-2z"—xyz° +2x“y  + x“y z+x"yz" +xp°z° - 2x“y“z") (mo :
; )= (222> 29,2024 42,2 2.2 2,2 _5,2,22 d3

The *iC ) states can be described by a vector Vie () which corre-
sponds to the C-column of the diagnostic matrix Dicn () .

Vie@=A{dic dyic - dpicy, 1<iC<n.

We denote

ny(il)=n _oL), my(ilY=n,; . _(iL),ny(iL)=n, _ _,(iL),
o(iL)=ng, . .—o(L), m(iL)=ng, . 1(iL), my(iL)=ng, .._>(iL) by the number
of vector combinations Vi€ with a permissible value of diLic. As diric
is an element of a three-value set, then

ng(D=n () =ny(H) =1
n,(iL)

Derived analytical dependencies to calculate nO(iL), , and

n(il) are shown below [6]:
LiL—lJ
Nl 2

no(iL)=k ; (1)

(L) = ng (iL 1)+ 2072 . (iL 1), @)

nz(lL): I’lo(lL—1)+n1(lL—1)+n2(lL—1), (3)
where |— J — an integral part of the number; % — the remainder.

I _
Afz = l’lz(l) (4)
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The results of the application method to reduce the space of ana-
lysed states are provided in Table 1 and in the graphs shown in Fig. 1,

2, where [ — the number of hierarchy levels for the SCADA model; Z; -
the number of controlled parameter states for the full set of combina-

tions; A]fz — the number of controlled parameter states for the permissi-
ble set of combinations; A — the ratio of the permissible number of
combinations for the controlled parameter states to the full number of
combinations represented as a percentage.
—1
A=Ay | Ak -100%.

Table 1
The number of controlled parameter states for the full
and permissible set of combinations

the full and permissible set of combinations are shown in Fig. 1.

— o
l A; A;Z A , %
1 2 3 4= 3/2%100%
1 3 3 100%
2 9 6 67%
3 27 14 51.9%
4 81 25 31%
5 243 53 22%
6 729 90 12%
7 2187 182 8.3%
8 6561 301 4.6%
9 19683 593 3%
10 59 049 966 1.6%
11 177147 1874 1%
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Next figure (see Fig. 2) represents the ratio of the permissible

number of combinations in comparison to their total number.
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Fig. 2 - The dynamic change graph regarding the ratio of the permissi-
ble number of combinations

The application of the method described above allows us to trace
the reduction dynamic of permissible state changes for the controlled
parameter in comparison to the total number of combinations. This dy-
namic also depends on the number of SCADA hierarchy levels. This ap-
proach allows us to create a plan for experimental investigations. The
analysis of the imitation model helps us to analyse the diagnostic model
and consider it adequate.

Conclusions and recommendations for further research. We pro-
posed a method for reducing the space of analysed states to assess the
adequacy of the diagnostic model developed. This method is based on de-
rived analytical dependencies. These dependencies are with regard to the
permissible changes of controlled parameters when passing through
SCADA hierarchy levels. They also help to determine the number of con-
trolled parameter states for the full set of combinations.

This approach also allows the solvability of the diagnostic model
we are considering (see Table 1).

Most SCADA systems implemented today have hierarchy range
levels between 7< 1 < 11. This makes it possible to reduce the space of
analysed states for the diagnostic model range from 8% to 1% with re-
gard to the full set of combinations.

For further research in this field, it is suggested that an analysis
be conducted to assess the influence of analytical dependencies to im-
prove SCADA diagnostics.
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It is possible to improve the accuracy of diagnostics by reducing
the time and computational resources needed to process the resultant set
of controlled parameter states to real time.
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